SECTION 28 0528
PATHWAYS FOR ELECTRONIC SECURITY
*************************************************************************************************************

LANL MASTER SPECIFICATION

This template must be edited for each project.  In doing so, specifier must add job-specific requirements.  Brackets are used in the text to indicate designer choices or locations where text must be supplied by the designer.  Once the choice is made or text supplied, remove the brackets.  The specifications must also be edited to delete specification requirements for processes, items, or designs that are not included in the project -- and specifier’s notes such as these.  To seek a variance from requirements in the specifications that are applicable, contact the Engineering Standards Manual Security POC. Please contact POC with suggestions for improvement as well.

When assembling a specification package, include applicable specifications from all Divisions, especially Division 1, General Requirements.

Specification developed for ML-4 projects.  For ML-1, 2, and 3 applications, additional requirements and independent reviews should be added if increased confidence in procurement or execution is desired; see ESM Chapter 1 Section Z10 Specifications and Quality sections. *************************************************************************************************************

PART 1 GENERAL

1.1 Section Includes

*************************************************************************************************************

Edit the following article to match project requirements.

*************************************************************************************************************

A. Electronic Physical Security System (PSS) rough-in that originates in Argus Field panels (AFPs) located in the entrance telecommunications room and extends to LANL-furnished Automated Access Control System (AACS) and Interior Intrusion Detection System (IIDS) components indicated on the Drawings.
*************************************************************************************************************

Edit the following article to match project requirements.

*************************************************************************************************************

B. Automated Access Control System (AACS) includes:

1. Door access control systems with Remote Access Panels (RAPs), biometric units, and door hardware (strikes and latches) with key overrides.

2. Turnstile access control systems with RAPs. Turnstile egress may be accomplished with pushbutton or RAP.
C. Interior Intrusion Detection System (IIDS) includes:

1. Volumetric, perimeter, and/or point contact detectors.

2. Door sensor switches.

1.2 LANL Furnished Materials for SUBContractor INstallation (GFE)
A. Argus Field Panel (AFP) Assembly enclosures 
B. Specialty PSS boxes.

C. Fiber and Copper for data and control of PSS field devices. Subcontractor to provide required cable lengths.
1.3 LANL Furnished and Installed Equipment

A. LANL will furnish and install the PSS field devices (AFP internal components, batteries, RAPS, biometric units, volumetric sensors, door sensor switches, power supplies, and control equipment).
1.4 LANL PERFORMED WORK

A. LANL will make final wiring connections to PSS field devices and control equipment after beneficial occupancy.
1.5 SUBMITTALS

A. Submit the following in accordance with project submittal procedures: 

1. Test Reports: Provide inspection and test report for each PSS power, signaling, and control cable.

2. As-Built Drawings: Provide as-built drawings showing installed PSS raceways, boxes, and cables.
1.6 Quality Assurance
A. Conform to requirements of the National Electrical Code (NEC).

B. Furnish products listed and labeled by a Nationally Recognized Testing Laboratory (NRTL) as suitable for purposes specified and shown.

1.7 COORDINATION

A. Coordinate installation of PSS rough-in (pathways and cables) with the LANL Security Systems Group. 
B. Coordinate the layout of PSS equipment in the telecommunications rooms with both the LANL Telecommunications Group and the LANL Security Systems Group. Verify that adequate space exists for equipment.

C. Coordinate electrical requirements for electric strikes/latches with the LANL Security Systems Group. Refer to Electric Door Hardware heading below.

D. Coordinate required quantities of PSS cables and delivery schedule with the LANL Security Systems Group.

1.8 Receiving, Storing and Protecting

A. Receive, store, protect, and handle products and materials according to NECA 1 Standard Practices for Good Workmanship in Electrical Construction.

PART 2 PRODUCTS

2.9 PRODUCT OPTIONS AND SUBSTITUTIONS

A. Refer to Section 01 2500 Substitution Procedures.

2.10 Raceways and Boxes

A. Use intermediate metal conduit (IMC) and fittings for all interior PSS raceways unless indicated otherwise.

B. Use rigid galvanized steel (RGS) and fittings for all exterior PSS raceways unless indicated otherwise. 
C. Terminate conduits on boxes and enclosures using threaded hubs or locknuts and insulated bushings.

D. Provide 4-11/16 square, 2-1/8 inch deep outlet boxes for PSS field devices (e.g. RAPs, biometric units, security terminal boxes, and volumetric detector units). Provide mud rings for flush mount boxes that match the thickness of the wallboard and the mounting requirements of the PSS field device. Provide support to prevent movement of the box.

E. LANL will furnish as government furnished equipment (GFE) the following specialty boxes and enclosures for installation by the Subcontractor:

1. 10” x 10” x 4” hinged cover, surface-mounting junction boxes.
2. 6” x 6” x 4” hinged cover, surface-mounting junction boxes.

3. 16” x 20” x 8” AFP enclosure(s), 24” x 20” x 8” FTB enclosure(s) and 20” x 20” x 8” Battery enclosure for wall-mounting.
4. 4” x 4” x 4” hinged cover, surface-mounting junction boxes.
5. Mounting brackets for RAPs and biometric units.

6. 6” x 6” x 36” gutter boxes with all closure plates, gaskets and fittings.

7. 16” x 20” x 10” hinged cover, surface-mounting junction boxes.

8. 16” x 12” x 8” hinged cover, surface-mounting junction boxes.

F. Refer to Section 26 0533 Raceways and Boxes for Electrical Systems for additional material requirements.
2.11 Electric Door Hardware
A. Furnish electric door hardware (strikes, panic bars, latches) with key override for each access-controlled door or set of doors as indicated on the Drawings.

B. Provide 24-volt dc door strikes and panic bars that operate on 0.5 (1/2) amperes or less, are easily serviceable, are electrically compatible with the LANL-furnished PSS, and are functionally compatible with each access-controlled door and with finish compatible with the other door hardware.

C. Refer to project door and hardware schedule for proper installation of door strikes/latches and conduit routing.

D. Do not make penetrations thru, or mount conduit/conductors to, fire door frames.

E. Refer to Section 08 7100 Door Hardware for material requirements.

2.12 PSS Cables

A. LANL will furnish the PSS cables as GFE for installation by the Subcontractor. The following information is provided for determining conduit sizes and estimating installation labor:
1. 3 pair 22 AWG with overall shield, NEC Type CMG, 0.27 inch nominal O.D.
2. 2/C 18 AWG stranded cable, NEC Type CMG, 0.2 inch nominal O.D.
B. Coordinate cable lengths and delivery schedule with the LANL Security Systems Group.

PART 3 EXECUTION

3.13 EXISTING WORK

*************************************************************************************************************

Delete this article when existing construction is not affected.

*************************************************************************************************************

A. After security system equipment has been removed by LANL Security Systems Group:
1. Remove abandoned PSS cables.

2. Remove abandoned raceways and boxes. 
3. Install blank cover for abandoned boxes not removed.

4. Maintain access to existing PSS connections remaining active and requiring access. Modify installation or provide access panels.

3.14 EXAMINATION

A. Verify interior of the building has been protected from weather.

B. Verify that installation of telecommunications rooms is complete.

C. Examine raceways and building finishes for compliance with installation tolerances and other conditions affecting performance of the PSS.  Do not proceed with installation until unsatisfactory conditions have been corrected.

3.15 Raceway and Box Installation - General
A. Install a complete raceway and box system for PSS.

B. Select conduit sizes based on the following factors:

1. Minimum conduit size: 1-inch unless indicated otherwise.

C. Install PSS conduits and boxes as follows:

1. Not more than 100 ft of conduit between pull points.

2. No more than 180 degrees of conduit bends between pull points.

3. Do not use reverse bends.

D. Make PSS conduit bends as follows:

1. For conduits 2-inches and smaller, make inside radius of bends not less than 6 times the internal diameter of the conduit.

2. For conduits larger than 2-inches, make inside radius of bends not less than 10 times the internal diameter of the conduit.

E. Install conduits concealed in walls and above ceilings to the extent practicable.

F. Refer to Section 26 0533 Raceways and Boxes for Electrical Systems for additional installation requirements. 

3.16 PSS Service  Installation

A. Install PSS service entrance conduits; refer to Section 33 7119, Electrical Underground Ductbanks and Manholes.

3.17 AFP, FTB, Battery, AND OTHER Enclosure Installation

*************************************************************************************************************Edit the following article to match project requirements. Amount of boxes required per location is specific to project requirements.
*************************************************************************************************************

A. Install AFP, FTB, gutter, battery and fiber optic enclosures in the entrance telecommunications room and/or other locations indicated on the Drawings. Contact LANL Security Systems Group for a set of current standard security system infrastructure drawings
1. Install 6” x 6” x 36” feed-through NEMA Type 12 upper gutter box with top approximately 9’-0” above finished floor. Mount with hinged edge down.

2. Locate AFP enclosure with top approximately 7’-0” above finished floor and centered on upper gutter box.
3. Install 16” x 12” x 8” fiber optic cabinet enclosure below the upper gutter box and centered on the AFP enclosure. Connect fiber optic cabinet to upper gutter box with one 2” conduit.

4. Locate FTB enclosure with top approximately 4’-10” above finished floor and aligned with the AFP enclosure above. Connect FTB to AFP with two 3” conduits.
5. Install 6” x 6” x 36”  feed-through NEMA Type 12 lower gutter box with bottom approximately 2’-0” above finished floor below and centered on the FTB enclosure. Mount with hinged edge up. Connect lower gutter box to FTB with two 3” conduits. Connect lower gutter box to upper gutter box with two 3” conduits (one on each side of boxes above).
6. Locate battery enclosure with top approximately 22” above finished floor and centered on the lower gutter box. Connect battery enclosure to lower gutter box with one ¾” conduit.
7. Coordinate final AFP, FTB, gutter, battery and fiber optic enclosure quantities and locations in the telecommunications room with the LANL Telecommunications Group and the LANL Security Systems Group.

B. Provide a dedicated space that is 7 ft wide, 9 ft high, and 14 inches deep for each AFP, FTB, and BAT installation.  Provide 36” of clear space in front of these boxes. 
C. Provide a dedicated 20-ampere, 120-volt circuit to each BAT enclosure.

1. Connect with ¾” conduit to outlet provided with each battery enclosure.
D. Install a 1-inch conduit from the wireway to a point above the telephone terminal blocks or fiber termination board. Coordinate location with the LANL Telecommunications Group and LANL Security Systems Group.
3.18 AACS/iidsJunction Box Installation

A. Install one 16” X 12” X 8” junction box at each location indicated on drawings. Contact LANL Security Systems Group for a set of current standard security system infrastructure drawings.

1. Connect 16” X 12” X 8” junction box to upper gutter box of AFP complex with one 2” conduit.

2. Make conduit connections to top, bottom, and/or sides, but not to the back of AACS/IIDS junction boxes.

3.19 dOOR junction box installation

A. Install one 10” X 10” X 4” junction box and one 6” X 6” X 4” junction box above door frame and below the suspended ceiling on the high security side of each controlled door. Contact LANL Security Systems Group for a set of current standard security system infrastructure drawings. 
1. For single doors mount 10” X 10” x 4” junction box with bottom 8” above door frame and centered on door. Mount 6” X 6” X 4” junction box with bottom 1” above door frame and align edge of box with the non hinge side edge of the door frame.
2. For double doors mount 10” X 10” x 4” junction box with bottom 12” above door frame and centered between doors. Mount 6” X 6” X 4” junction box with bottom 1” above door frame and centered on 10” X 10” X 4” junction box.

B. Connect 10” X 10” X 4” junction box to the nearest junction box with one 1” conduit as indicated on the drawings.

C. Connect 6” X 6” X 4” junction box to 10” X 10” X 4” junction box with one 1” conduit. 

D. Make conduit connections to the top, bottom, and/or sides, but not to the back of AACS junction boxes. 

E. Make conduit connections a minimum of 1” from back of box.

3.20 RAP and Biometric Unit Outlet Installation

*************************************************************************************************************Edit the following article to match project requirements. Amount of boxes required per location is specific to project requirements. Mounting requirements may also be specific to project requirements.
*************************************************************************************************************

A. At interior access-controlled doors, install one/ two flush mounted 4-11/16 square, 2-1/8 inch deep outlet boxes on the low security side and one flush mounted 4-11/16 square, 2-1/8 inch deep outlet box on the high security side as indicated on the drawings. Contact LANL Security Systems Group for a set of current standard security system infrastructure drawings and alternate mounting methods.
B. For a single door, locate outlet boxes on the strike side of the door with centers 39 inches above the finished floor.  Ensure box is located so that person accessing area is out of the swing of the door.
C. For a double door, locate the outlet boxes on the active leaf side of the door with centers 39 inches above the finished floor.  Ensure box is located so that person accessing area is out of the swing of the door.

D. Provide each box with a two-gang mud ring that matches the thickness of the wallboard.  
E. Provide supports securely attached to the wall studs to prevent movement of the boxes. 
F. At each location provide a minimum 24 inch x 24 inch clear and flat surface centered on the outlet boxes suitable for mounting RAP and HGU brackets.
G. Connect boxes with 1” conduits as indicated on the drawings.
H. Connect RAP outlet box to the nearest junction box with one 1” conduit as indicated on the drawings.

*************************************************************************************************************Edit the following article to match project requirements. Amount of boxes required per location is specific to project requirements.

*************************************************************************************************************

I. On the low security side of exterior access-controlled doors install one surface-mounted 16” X 20” X 10” box and one exterior HGU mounting bracket with bottom of box and bracket approximately 39” above finished floor. Install one surface-mounted 12” X 16” X 8” box directly under and center on HGU mounting bracket. 

J. If the high side of the door is also on the exterior, install one 16” X 20” X 10” box with bottom of box approximately 39” above finished floor as indicated on the drawings If the high side of the door is on the interior, install one flush mounted 4-11/16 square, 2-1/8 inch deep outlet box. 
K. Connect the interior box to the nearest junction box with one 1” conduit as indicated on the drawings.
L. Install a ¾” conduit connecting the interior junction box and the 16” X 20” X 10” box.
M. Install a ¾” conduit connecting the 16” X 20” X 10” box and the exterior HGU mounting bracket.
N. Install a ¾” conduit connecting the 12” X 16” X 8” box and the exterior HGU mounting bracket.
O. Install a single duplex 15-ampere, 120-volt dedicated circuit in each 12” X 16” X 8” box. Install a ¾” conduit from the 12” X 16” X 8” box to local electrical panel.
3.21 Electric Hardware installation

*************************************************************************************************************Edit the following article to match project requirements.  Amount of boxes required per location is specific to project requirements.
*************************************************************************************************************

A. Install electric door hardware at each access controlled door as indicated on the Drawings and in accordance with the installation requirements Section 08 7100 Door Hardware. Refer to project door and door hardware schedule for proper installation of door strikes/latches and conduit routing. Contact LANL Security Systems Group for a set of current standard security system infrastructure drawings. 
B. Install a ½” conduit from the door strike/latch to the 6” X 6” X 4” junction box / 10” X 10” X 4” junction box as indicated on the drawings. Do not penetrate thru, or attach conduit to, any security door frame that is a fire door.
C. Coordinate rough-in with the requirements of the particular hardware installed on each door. Typical rough-in locations are as follows:
1. Door strike integral to door frame: rough-in conduit to strike side of door frame.

2. Panic bar or latch on door leaf: rough-in conduit to hinge side of door frame.

3.10
 volumetric detector outlet installation

************************************************************************************************************* Edit the following article to match project requirements. Amount of boxes required per location is specific to project requirements.
*************************************************************************************************************

D. Coordinate the quantity and locations of volumetric detectors with the LANL Security Systems Group.

1. For estimating purposes use a quantity of not less than one detector per 100 sq ft of protected area.

2. Furnishings, ceiling height, room geometry, and equipment in the protected space may necessitate a greater density of detectors.

E. Install flush/surface mounted 4-11/16 square, 2-1/8 inch deep outlet boxes for volumetric detectors as indicated on the Drawings or as required by the Security Systems Group. Contact LANL Security Systems Group for a set of current standard security system infrastructure drawings.
F. For spaces with ceilings not more than 9 ft above finished floor, locate the outlet boxes with centers 8 ft above the finished floor. 

G. For spaces with ceilings more than 9 ft above finished floor, install two outlet boxes at each location. 

1. Center the lower outlet box 8 ft above the finished floor and the upper outlet box 8-inches above the lower outlet box or as required by the Security Systems Group
2. Install a 1” conduit connecting the two boxes.

H. Provide each flush mounted box with a double-gang mud ring that matches the thickness of the wallboard.  

I. Install a dedicated 1-inch conduit loop to serve no more than 5 outlet boxes. 

 3.11
PSS Cable Installation
A. Install GFE PSS cables after painting and similar activities that could damage cables have been completed.
B. Clean foreign matter from interior of boxes and conduits before installing PSS cables.
C. Pull all cables to the FTP enclosure(s) Leave 10 ft of slack in each cable at the FTP enclosure(s).
D. Leave 3 ft of slack in each cable at the PSS field device outlet boxes.
E. Pull no more than 15 Belden 8303 cables through a 2” conduit.
F. Pull no more than 5 Belden 8303 cables through a 1” conduit.
G. Install cables in accordance with the following schedules. Provide a slack loop of the cable around the inside perimeter of each junction box. All cables are continuous with no splices.
	Cable Routing Requirements - General

	From
	To
	Cable Type (GFE)

	FTB Enclosure
	Biometric unit outlet box 
	One Belden 8303


	FTB Enclosure
	Each RAP outlet box 
	Two Belden 8303


	FTB Enclosure
	Each 6” X 6” X 4” junction box 
	Single leaf door: One Belden 8303
Double leaf door: Two Belden 8303

	FTB Enclosure
	Each volumetric detector outlet box
	One Belden 8303

	FTB Enclosure
	Door Strike/Latch 
	One 2/C 18AWG cable


	Cable Routing Requirements – Turnstiles

	From
	To
	Cable Type (GFE)

	FTB Enclosure
	Each RAP 
	Two Belden 8303

	FTB Enclosure
	Each pushbutton outlet box
	One Belden 8303


	FTB Enclosure
	Each turnstile channel top channel
	One Belden 8303

	Turnstile Top Channel
	Each pushbutton outlet box
	One 2/C 18AWG cable


H. Uniquely identify each cable at both ends using a numbering scheme that complies with instructions from the LANL Security Systems Group; use a tag or an indelible marker.

I. The LANL Security Systems Group will install PSS equipment and field devices and will terminate all PSS cables.
3.12
GROUNDING 

J. Ground PSS raceways and boxes following Section 26 0526 Grounding and Bonding for Electrical Systems using the raceway system as the equipment grounding conductor.
3.13
 FIELD QUALITY CONTROL 

K. Test power, PSS cables for continuity, shorts, and unintentional grounds.
L. Verify proper labeling of cables.

M. Submit test and inspection report.


END OF SECTION

*************************************************************************************************************
Do not delete the following reference information.

*************************************************************************************************************
FOR LANL USE ONLY

This project specification is based on LANL Master Specification 28 0528 Rev. 3, dated November 8, 2011.
LANL Project I.D. [        ]

Pathways for Electronic Security
[Rev. 3, November 8, 2011]
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